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15t Course
Security Threats &'Pointsiofo/
Comypromise¢
2" Course

Mitigation /ﬁ%’gewg%s

3% Course’ | |
Inciadent Résponse ¢
Finale
ECI Work & Questions s
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Availability




The Ploy off Caakingg 8 System Weakness
fremmAdministrative \Negligencence

. Relaxed Permissions/Authentication
. External Device Acceptance

. Delays in Patches/Updates
neffective Configuration

—irewall & Network Devices
BDefaults

BE- Mall

BRemote Access




The Ploy off Caakingg 8 System Weakness
fremmAdministrative \Negligencence coninuea

. Wi- Fi (Oh my!)
. Weak data encryption

. Outdated documentation

BHinder anomaly detection
BProlonged disruption




'The Ploy off Caakingg 6 System \Wealkrm‘
framAdmmisirative \Wegligencen ce ominmed

. System Integration/Convergence
Vulnerabillities
‘BBackdoors
BRelaxed
Authentication/Permissions

. Keeping Salami on the Menu




" The Kitotierrand Dining-Rdommm & Thieatss
tihnaughtPhysicabAccess: s

. Access to Servers
BData Theft, Modification
or Destruction
BDisruption
. Access to Back - Ups
BNatural Disaster
BTheft




The KitchemandDininghRdonom & Threatss
thmoughHPhysicabACeesSS: s coninedy

. Access End- User Terminals
BDelayed/Non - Existent Screen - locks
BlLack of Warnings/Banners
BKey logging

. Access Printers &

Print - outs

BContain PHI
BEasily retrievable network
configuration

. Waste




The Kitchlemand DininghRodonom 6 Threatss
thnaughHPRysicabAccess: s coninueay)

. Access to System Documentation
BUser Passwords
BSystem Operation
BNetwork Configuration

. Access to Network

Connection Points
BTraffic Sniffing
BBrute Force

. Utilities - Disruption




Cooks &WaittStaffif oThreatssffoom
Personmel|

. Authentication Deficiencies
BPassword Management
BPassword Reuse
BPassword Sharing

. Inadvertent /
Social Engineering
BForgetful

BHelpful
BPersonal Efficiency




Cooks &WaittSiadfi f oThreatssfioonm
Personmel! (continueay)

. Curiosity or Competing Interests
BNotable Patients
BPersonal Gain

. Removable Data Storage &

Mobile Transmission

BDiscrete

BDirect Transfer &
Indirect Generation




Planningjaa Tasty\Mdah| 6 Effective
Mitigation iStrategiese s

. Develop Comprehensive Security Policies
Blnvolves appropriate stakeholders
BRegularly Reviewed

. Educate users routinely




PlanningyaaTasty\Méah| & Effective:
MitigationrStrategiese s oninuea)

. Prepare Contingency Plans
BAssume the Worst
BResponse Team
BCommunication Protocol

. Maintain Documentation

BMultiple Formats
BVarious Locations




PlanningjaaTasty\Mdah| & Effective:
MitigationrStrategiese s oninuea)

. Testing Systems and Procedures

Blnternal
BExternal

. Implement and understand
data logs

. Seek redundancy for
Data & Ultilities




MakingjLlemonade{ (or Cafféec) 6

RespondingsAppropriatelyeWhehen
IncidentssQocunr

. Deploy the Plan
. Stop the Bleeding

. Investigate / Forensics

BTreat like a Murder
BTime
BOutside Support

- Report
. Implement Changes




DrivinggPrinciples:efdhe ECIC|

A Safety
A Security

AlLaw
Enforcement

A Private
Industry

A General Public
A Academia

A Investigatory
Training

A Career
Awareness

A Academic
Programs

A Technical
Workshops

A Conferences
A Outreach

A Applied
Research




Questions?’

For upcoming training opportunities visit
including HIPAA compliance.

ecl.dmacc.edu

Disclaimer :

The Electronic Crime Institute at Des Moines Area Community College is supported by Award No. 2008
DD- BX- 0340 awarded by the Bureau of Justice Assistance, Office of Justice Programs, however the
opinions, findings, and conclusions or recommenaations expressed in this program/exhibition are
those of the presenters and do not necessarily reflect the views of the Department of Justice.
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