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MENU

1st Course

Security Threats & Points of 
Compromise

2nd Course

Mitigation Strategies
3 rd Course

Incident Response
Finale

ECI Work & Questions



CIA



The Ploy of Cooking ðSystem Weakness 
from Administrative Negligence

·Relaxed Permissions/Authentication

·External Device Acceptance

·Delays in Patches/Updates

·Ineffective Configuration

Firewall & Network Devices
ƁDefaults

ƁE- Mail

ƁRemote Access



The Ploy of Cooking ðSystem Weakness 
from Administrative Negligence (continued)

·Wi- Fi (Oh my!)

·Weak data encryption

·Outdated documentation
ƁHinder anomaly detection

ƁProlonged disruption



The Ploy of Cooking ðSystem Weakness 
from Administrative Negligence (continued)

·System Integration/Convergence 
Vulnerabilities
ƁBackdoors

ƁRelaxed 

Authentication/Permissions

·Keeping Salami on the Menu



The Kitchen and Dining Room ðThreats 
through Physical Access

·Access to Servers
ƁData Theft, Modification 

or Destruction

ƁDisruption

·Access to Back - Ups
ƁNatural Disaster

ƁTheft



The Kitchen and Dining Room ðThreats 
through Physical Access (continued)

·Access End- User Terminals
ƁDelayed/Non - Existent Screen - locks
ƁLack of Warnings/Banners
ƁKey logging

·Access Printers &
Print - outs
ƁContain PHI
ƁEasily retrievable network 

configuration

·Waste



The Kitchen and Dining Room ðThreats 
through Physical Access (continued)

·Access to System Documentation
ƁUser Passwords
ƁSystem Operation
ƁNetwork Configuration

·Access to Network
Connection Points
ƁTraffic Sniffing
ƁBrute Force

·Utilities - Disruption



Cooks & Wait Staff ðThreats from 
Personnel

·Authentication Deficiencies
ƁPassword Management
ƁPassword Reuse
ƁPassword Sharing

·Inadvertent / 
Social Engineering
ƁForgetful
ƁHelpful
ƁPersonal Efficiency



Cooks & Wait Staff ðThreats from 
Personnel (continued)

·Curiosity or Competing Interests
ƁNotable Patients

ƁPersonal Gain

·Removable Data Storage &

Mobile Transmission
ƁDiscrete

ƁDirect Transfer & 

Indirect Generation



Planning a Tasty Meal ðEffective 
Mitigation Strategies

·Develop Comprehensive Security Policies
ƁInvolves appropriate stakeholders

ƁRegularly Reviewed

·Educate users routinely



Planning a Tasty Meal ðEffective 
Mitigation Strategies (continued)

·Prepare Contingency Plans
ƁAssume the Worst

ƁResponse Team

ƁCommunication Protocol

·Maintain Documentation
ƁMultiple Formats

ƁVarious Locations



Planning a Tasty Meal ðEffective 
Mitigation Strategies (continued)

·Testing Systems and Procedures
ƁInternal 

ƁExternal

·Implement and understand

data logs

·Seek redundancy for 

Data & Utilities



Making Lemonade ( or Coffee ) ð
Responding Appropriately When 

Incidents Occur

·Deploy the Plan
·Stop the Bleeding
·Investigate / Forensics
ƁTreat like a Murder
ƁTime
ƁOutside Support

·Report
·Implement Changes



Driving Principles of the ECI

Learners

ÅLaw 

Enforcement

ÅPrivate 

Industry

ÅGeneral Public

ÅAcademia

Matter

ÅSafety

ÅSecurity

ÅInvestigatory 

Training

ÅCareer 

Awareness

Methods

ÅAcademic 

Programs

ÅTechnical 

Workshops

ÅConferences

ÅOutreach

ÅApplied 

Research



Questions?

For upcoming training opportunities visit 
including HIPAA compliance.

eci.dmacc.edu

Disclaimer : 

The Electronic Crime Institute at Des Moines Area Community College is supported by Award No. 2008 -
DD- BX- 0340 awarded by the Bureau of Justice Assistance, Office of Justice Programs; however the 
opinions, findings, and conclusions or recommendations expressed in this program/exhibition are 
those of the presenters and do not necessarily reflect the views of the Department of Justice.

http://www.dmacc.edu/eci/

